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BOl'lpOCLI KAaHAUAATCKOI0O MUHUMYMA B ACIMUPAHTYPE 110 CICHUAJTBHOCTH
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OmnpeneneHve W OCHOBHBIE MOHSTHUS CTpAaTerdd 3amuThl HHpopmanuu. DaxkTOpsI,
BIUsSIONME Ha ¢opMupoBaHue crpaTeruil 3ammrthl. KitaccupukanuoHHas CTpPYKTypa
MHOXECTBa HEOOXOIMMBIX cTpaTeruid 3amuThl. OOmas XapakTepUCTHKa OCHOBHBIX
CTpaTeruu.

OnpeneneHre M Ha3HAYEHUE HHCTPYMEHTAJIbHO-METOAOJIOTMYECKOr0 Oa3uca 3alluThl
uHpopmanuu. TpeOoBaHUs K MHCTPYMEHTAIBHO-METOI0JIOTUIECKOMY Oa3HCy.

[Iytu u cmocoObl peann3aluyd OCHOBHBIX IOJIOKEHHH TEOpUU 3allUThl HMHQOPMAIIIH.
[lepcriekTHBBI U IPOOIIEMBI PA3BUTHS TEOPUU U MPAKTUKU 3AIUTHI.

Omnpenenenue u npupoja yrpo3 uHGOpMaIMU B COBPEMEHHBIX CHUCTEMax ee 0O0pabOTKH.
Knaccudukanus u o0mias XxapakKTepuCTHKa OCHOBHBIX yIpo3.

OMIIMPUYECKUE METO/bl ONpEeNICHUsl 3HaueHUil nokazarened ys3BUMocTH. lIpumepsl
smMnupuueckux Mojeneil. CrocoOwl ompeaeneHus: mapameTpoB mozeneid. OcoOeHHOCTH
HCIIOJIB30BAHUS MOJIEIIEH.

TeopeTuKo-BEpOATHOCTHBIE METOJIBI ONPEIEICHHUS 3HAYECHHUI IOKa3aTeliel ysA3BUMOCTH,
MOAXOAbl K TOCTpoeHuto mojeneit. Ilpumepsr moxeneir. OcobeHHOCTH W MPOOJIEMBI
MPAKTUYECKOTO UCIOJIb30BaHUS.

TeopeTuko-sMnupUUecKue METOJbl ONpPENEICHMs] 3HAa4eHMH mnokasareneil. [logxoasl k
MIOCTPOCHHUIO TEOPETUKO-dMIMpHUeckux Mmozeneil. I[lonstue 06a3zoBoro mnokasarens
YSI3BUMOCTH, aHAJIUTHUYECKAsl U CTATUCTUYECKAsT MOJIENH €ro ONpeAeseHUsl. 3aBUCUMOCTH
JUIS  ONpEeNeNeHHs 3HaueHuM oOOOLIEeHHBIX TMoKa3arenell ysa3BuMmocTu. IIpoGiiemsl
o0ecrniedyeHns Mo/ieIel UCXOIHBIMU JaHHBIMU U IyTH UX PELIEHUS.

MeTtopl 1 MOZIETTM IPOTHO3UPOBAHMSI 3HAUEHUH TToKa3aTenel ys3BuMocT. Onpenenenue,
3HaYeHHUE, CTPYKTypa U CIOCOOBI (OPMHUPOBAHUS HHCTPYMEHTAIBHBIX CPEACTB OLIEHKH
YSA3BUMOCTH HH(OPMAIIHH.

TexHnueckue cpencrtsa 3alUTBl, HMX CYIIHOCTb, BO3MOXHOCTH, JOCTOMHCTBA U
HeznocTaTtku. Kputepuu knaccudukanuu v kiaccu(UKaluoOHHAs CTPYKTypa TEXHUUYECKUX
cpencts. IIpocTeie 1 c0KHBIE TEXHUYECKHE YCTPONCTBA 3alUThl. TEXHUUECKUE CUCTEMBI
3aIUThl. ABTOHOMHBIE, COTIPSKEHHBIE M BCTPOCHHbBIE TEXHUUYECKHE CPE/ICTBA.
TexHnueckue cpelncTBa ONMO3HABAaHUS IOJIb30BATENEH U PECypcoB cUCTEM 00pabOTKu
naHHbiXx. [lapamerpsl omo3HaBaHus. MeTonbl OMO3HaBaHMs, CHOCOOBI M CpeACTBa HUX
peannzanuu. XapaKTepUCTUKU CPEICTB, PEKOMEHAAINHU MO UCII0JIb30BAHUIO.

IIporpaMMbl omo3HaBaHMs Mosb3oBareneil. IlaponbHble cHCTEMBI ONO3HABaHMS, HX
CYIIHOCTb, COJIEp’KaHHe, TOCTOMHCTBA U HeJoCcTaTkh. CIoCOOB! MOBBIICHNS HAIEKHOCTH
NapoJbHBIX cUcTeM. Jpyrue cucreMsl ono3HaBaHusl. CpeICcTBa ONO3HABAaHNUs aNnaparypsl,
IIpOrpamMM, MacCHUBOB JIaHHBIX.

IIporpaMMHBIE CpeACTBa pas3rpaHUYEHUs JOCTyNa, WX CYIIHOCTb, JOCTOMHCTBA H
HeZocTaTKu. Mojenu pasrpaHuueHust noctyna. PasrpaHudeHue A0CTyna MO YpOBHSM U
KOJbIIaM CEKPETHOCTH, MaTpHIlaM IOJHOMouud u ManaataM. CrnocoObl U cpeacTBa
MOBBILIEHUS HAJIEKHOCTH pasrpaHuueHus. [[pumMepsl cucteM pa3rpaHU4eHUs JOCTYIIA.
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. Jlpyrue nporpaMMHbI€ CPEICTBA 3aIUTHL: PETUCTPAlMH, CUTHAIM3ALUN, PEarTupOBAHUS U
1.11. [Iporpammel 3amuTel 9BM OT 371€KTPOHHBIX BUPYCOB.

Cucrema 3aKOHOB, perjlaMeHTUPYIOIIKX 3auTy HHpopmauuu B PD. IlepeueHb OCHOBHBIX
3aKOHOB, OCHOBHOE UX CO/IEP>KaHUE U MOPATOK JIEHCTBUS.

Opranu3anroHHbIE MEPOTIPUATHS MO 3alIUTe HH()OPMAIMK, UX CYIIHOCTh U Ha3HAYCHHUE.
CuctemHass  kjaccu(uKanus  OpPraHU3AlMOHHBIX  Meponpuatuii.  MeponpusiTus,
MIPOBOJIMMBIC HA PA3IMYHBIX 3Tanax >KM3HEHHOTO IIKJIa CUCTEM 00pabOTKH TaHHBIX.
Kpunrorpadguueckue cpencrsa 3alliuThl, UX CYLUIHOCTb, JOCTOMHCTBA M HEAOCTATKH.
OcHOBHbIE MOHATHS KpUNTOrpaguueckoro npeoOpa3oBaHus JaHHbIX. [lepeueHs u obiee
COJIepKaHNEe OCHOBHBIX METO/0B IIpeo0pa3oBaHusl. XapaKTePUCTUKU KPUITOrpahuuecKux
CIOCOOOB 3aLIUTHI.

CucteMmsl (aIroOpuUTMbI) KpUITOrpadHUECKOro Mpeodpa3oBaHus JaHHBIX, HX Ha3HAUYCHHUE U
npuHUMIBL 1ocTpoeHus. [lpumepsl anroputMoB. CTaHOapTHBIE QJITOPUTMBI M UX
XapaKTEPUCTHUKHU.

Kpunrorpadguueckue cucteMbl OTKPBITOTO KJIKOYa, UX CYLUIHOCTb U HEOOXOIHWMOCTbD.
Mertoab! noctpoenus. [lepcriekTUBHbIE aNTrOPUTMbI IKM(POBAHUSI IO METOJIAM OTKPBITOTO
KJIIOYa.

[Mudposas noanuce, ee Ha3HaAUYE€HUE U CYIIHOCTb, IPUHIUIBI U METO/bl (POPMHUPOBAHUS.
Crannaptsl uugpoBoii noxnucu. I[lepcnexkTHBHBIE aITOPUTMBI.

CriocoObl ¥ TpOOJIEeMBl HCHOJB30BAHUS KPUNTOTPAQUUECKUX CPEICTB 3aIIHUTHI B
COBPEMEHHBIX  CHUCTeMax o0paboTku  JaHHBIX. Kpunrorpaduyeckoe 3akpbiTHE
00pabaTbIBaéMbIX M XPAaHUMBIX JAHHBIX, JAHHBIX IEpeaaBaeMbIX B ceTsx. [IpoOiembl
TeHEpUPOBAHUS U pacIpeieIeHHs] KITIoUeH.

CpenctBa, OCHOBaHHBIE Ha MpUMeHeHUH Teopuu rpados. ['padsr atak s oOHapyKeHUs
IIOCJIEI0BATEIBHOCTH AEUCTBUN, IPUBOSAIINX K aTaKe.

Creranorpagusi. OcHoBbl cteraHorpaguu. OcHOBHble TMOHATUA. KommbroTepHas
creraHorpagus.

OmnpeneneHre W OCHOBHbIE TMOHATHA cucTeM 3amuTbl  uHpopmamuu  (C3U).
ObmemeTogonornyeckue NpuHIUIbl nocrpoenust C3U, ux cynHocTh U coaepKaHue.
Tunuszanus u crapaapTuzanus apxurekrypHoro mnocrpoenus C3U. dynkunoHanbHas,
opranusanuonHas u crpykrypHas moaenu C3U. Anpo C3U, ero pyHKIMS U cOCTaB.
OcHoBbl Metononoruu npoektupoBanuss C3U. Knaccudukauuss v aHanus3 MoCTaHOBOK
3ajau npoektuposanus C3U. Meronuka BeiOOpa TpeGOBaHUH K 3aIUTe HH(OPMALIHH.
Mertoauka co3nanusi C31 Ha OCHOBE THIIOBBIX MPOEKTHBIX pelieHuil. Meroauka BeIOOpa
u mnpuBs3kn tunoBoil C3M. Metoauka mnpoexktupoBanuss C3M Ha 0a3ze THUIOBBIX
MIOJICUCTEM Y KOMIIOHEHTOB.

CTpykTypa cHCTEMBbl OpPraHOB, OTBETCTBEHHBIX 3a 3alUTy HH(popmauuu. OCHOBHBIE
(GYHKIIUM OpraHOB TOCY/IapCTBEHHOIO, PETMOHAIBHOIO (BEJOMCTBEHHOI'0) U 0OBEKTOBOTO
YPOBHEH.

OcHOBHBIE TOJIO’KEHNS KOHLIETIUU EeHTPoB 3amuThl nHbopManuu (L[31). Haznauenue u
opranuzanonHo-npaBoBoit cratyc L[3UM. OcnoBuble ¢ynkuuu L[3U. Ilepeuens u
cojiepkaHue ycnyr, okaszbiBaeMbix LI3W cBoum abonentam. IIpumepnas ctpykrypa LI3U.
Opranuzanus pabotst L3U.

CouManbHO-TICUXOJIOTUYECKHE  aCMeKThl  3amuThl  uHpopMmanuu. TpeGoBaHus K
¢bu3n4yecKkoMy, MOPaIbHO-ITHYECKOMY U IICUXO3MOLMOHAIIBHOMY COCTOSIHUIO paOOTHUKOB
OPraHoOB 3alUTH HH()OPMAIIH.
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CnocoOsl U MeTOABI TMOA0Opa KaIpoB OpraHOB 3amuThl. OpraHuzamus oOy4eHHS U
BocrUTaHMs KagpoB. CIOCOObI M METOJbI OpTaHM3aluu PadOTHI KOJUICKTHBOB OPraHOB
3alUTHI U TIOJJICPKAHMS B HUX TPEOYEMOTro MOPabHO-TICUXOJIOTHYECKOTO KIIMMara.
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